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Why You Need It

We have received quite some cases from our partners that when their end customers' machines were
being hacked, the hackers also entered their OBM / ACB client backup software and removed their
backup set data from OBM/ACB > Utitilies > Delete Backup Data.

Therefor, to remove such loophole and to further enhance the security for our Ahsay Backup Software
, starting from version 8.3 to v8.7.x.x, Twilio has been integrated in Ahsay for providing Multi-Factor
Authentication (MFA) to system and backup users. When MFA is enabled to a system or backup user
account, the user is required to enter SMS passcode during each login process besides entering the
Username and Password.

Configuration of Twilio on AhsayCBS

First of all, you need to create an account on Twilio's platform. After having an account, get a number
from Twilio for sending out SMS message.
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After getting a phone number for sending SMS, go to Settings.
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Password Required

To make this change, please re-enter your password to ensure the security of your

account.

FASSWORD

(- | EE

Under API Credentials, enter the LIVE Credentials (Account SID and Auth Token) and your Twilio phone
number into AhsayCBS > System Settings > Basic > Multi-Factor Authentication (MFA).
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Enter a phone number for receiving passcode thru SMS sent from Twilio. Then, click the Tick button.
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Twilio Credentials Verification

FPlease enter a valid phone number to receive passcode via SME to verify Twilio account and add to profile for next login

You will receive a passcode inthe SMS message
Hong Kong (+852) v 3708

There is no contact email address defined in your account. Please enter an email address for account recovery.

|ronnie.chan@ahsay.cum|

v X ?
You should be able to receive an SMS like this.
Sent from your Twilio trial
account -[XYWD-581883|is
the verification code for
user|'system"|login
Your backup service
provider
Enter the passcode into the following screen, then click the Tick button.
Twilio Credentials Verification
SMS message with a passcode was already sentto the phone numhber +852-92153798 Please enter the passcode to continue verify Twilio account
D - | 581883 (00:03:48)
Resend passcode
v X ?
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You should be able to see this message: “Test completed successfully”, meaning Twilio has been
configured successfully on your AhsayCBS.

| General || Email || Predefined Destinations | Administrative Access Multi-F actor Authentication (MFA)
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Enable MFA for AhsayOBM / AhsayACB Users

Now, we can enable MFA to selected AhsayOBM / AhsayACB users. By default, all users are with the
MFA feature disabled.
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CEYTIPSTAAN User Group | Policy Group

hanage your backup users in this section.
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Manage Backup User
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To enable MFA for a user, click into the user account > User Profile > Security Settings tab. Then,
enable the Security Settings feature.

| General | Backup ciient settings | contact | user Group [EERIERAEET

Backup Set
Settings Security Settings @
Report

Statistics

Effective Policy

X ?
Click the Add button.
Backup Set
Settings Security Settings -
Report Phone numbers for SMS authentication
Statistics @'
Effective Policy Phone Verified Last Verified Time
X ?
Enter the user's phone number for receiving passcode thru SMS sent from Twilio.
Security Settings
Please enter a new phDﬂE numter for SMS authentication
|\Hong Kang (+852] v 3799
v X ?
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Right after enabling the feature, the status is not yet verified. Click the green Save button to save
enabled MFA setting.

| General | Backup ciient settings | contact | user Group [EERIERAEER

Backup Set

Settings Security Settings N |
Repart Phone numbers for SMS authentication

Statistics + i

Effective Policy Phone Verified Last Verified Time

+AA2- 3744 X

W X

-~

MFA is enabled for the selected user.

€ AhsayCBS

Backup User m Policy Group

hanage your backup users in this section

Manage Backup User

& il ﬁ Raa B ﬁ & @ Filter | Client Type j User j Registration Datej User Graup j O\nmerj\f'iﬁ'W MFA j

Login Name (Alias) Owner Legacy Client SMS Authentication

(@) dermouser - \/ Enabled

X ?

The user can now open AhsayOBM / AhsayACB's software and enter Login Name and Password as
usual.
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© Ahsay0DBM =]

@ AhsayOBM

Login name

demo.user

Pa rd

***************|

| | ssword

Show advanced option

The user now needs to click on the phone number configured for receiving SMS passcode.
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©O AhsayDBM _ O}

Multi-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

Hong Kong (+852) - ****3799

Need help logging in?

Check the phone for the SMS passcode info.

Sent from your Twilio trial
account -|GMKU-803275]is
the verification code for
user['demo.user"{login
Your backup service
provider

Enter the passcode into AhsayOBM's corresponding field.
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O Ahsay0BM

Multi-Factor Authentication

SMS message with a passcode was already sent to the phone number Hong Kong (+852) - ****3799

Please enter the passcode to continue login.

GMKU - | 8032?5| (00:04:04)

Resend passcode

Need help logging in?

Bingo!
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© Ahsay0OBM _ |0}

@AhsayOBM demo.user E

o [ h

Backup Sets Report

(> 1 el

Restore Settings Utilities

Don’t know how to use?

Enable MFA for System Users

You can also enable MFA to selected system user(s) for logging into AhsayCBS web console if needed.
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English

i 55

Dashboard Live Activities Administration Logs Backup / Restore Replication Logs Redirection Logs
Logs

ar,
==
71
Users, Groups & Sending Data Accepting Data Joining Redirectors  Hosting a Redirector
Policies

T Bron

Advanced License

m m Predefined Destinations Administrative Access Multi-F actor Authentication (MFA)

Manage all systemn user accounts that are able to access the web console of this server,

Manage System User

+ ' R Wiew Defaultj
Mame Type Owner Status
systerm Adrnin - Enahle
X ?

Enable the Security Settings.
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Backup User Settings . x @
Security Settings

Rebrand Yeb Console

Rebrand Clients

K& v X ?

Backup User Settings . 5
Security Settings

RSN e Phaone nurnbers for SkS authentication

Rebrand Clients =+ i

Phone verified Last Verified Time

+852- 3799 “ 10/23/201915:23:14 CET

Save the enabled Security Settings.

€ AnsayCBS

D G BT Administrative Access Multi-Factor Authentication (MFA)

hanage all systerm user accounts that are able to access the web console of this server.

Manage System User

+ i RQ view | MFA <]
Mame Type Owner SMS Authentication
systern Adrnin . Enabled

X

-~

Now whenever the system user logs in to AhsayCBS, SMS passcode is required.
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€ AhsayCBS

Login Mame
system
P it
ord

Forgot P

Rermernber ry login harme

Multi-Factor Authentication

Please select phone humber to receive passcode via SMS message to continue login.
@ Hong Kong (+853) - *+*3794

Meed help logging in?

English
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Multi-Factor Authentication

SMS message with a passcode was already sentto the phone number +852-"""3799 Please enter the passcode to continue login.

GIBE - (419704 [00:04:41)

Resend passcode

i 5

Dashboard Live Activities Administration Logs Backup / Restore Replication Logs Redirection Logs
Logs

8 M i % 3¢

Users, Groups & Sending Data Accepting Data Joining Redirectors  Hosting a Redirector
Policies

;?Q O=

Advanced License

Documentation

Read the corresponding section in this AhsayCBS Administrator Guide for more details of this feature.
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