
2024/03/09 03:32 1/18 Appendix D: Setting Multi-Factor Authentication (MFA) in Microsoft 365 Admin Center

Ahsay Wiki - https://wiki-new.ahsay.com/

Appendix D: Setting Multi-Factor
Authentication (MFA) in Microsoft 365 Admin
Center

What is a Multi-Factor Authentication (MFA)? It is an authentication method wherein a user will be
granted an access only after successfully presenting two or more evidences or proof of personal
information or identification. It also adds second layer of security to users upon logging in.

To enable MFA to any Office 365 user accounts, follow the steps below:

1. Login using an Office 365 Administrator credentials.
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2. Click the Admin Center icon.
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3. Go to Users and select the Active users from the list.

4. There are two (2) modes of viewing the Active users.

Classic Mode – This is the default mode upon entering the Active users screen.
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Preview Mode – This is a new feature in the Office 365 Admin Center that offers simplification
to manage your Microsoft 365 and Office 365 services. It also has all the capabilities of the
classic mode.

5. To go to the Multifactor Authentication screen, below are the steps for classic and preview mode.

For the Classic Mode:

Search and select an Office 365 user account. The user’s information will be displayed.

In the lower part of the user’s information screen, look for the Manage multi-factor
authentication link. It is in the More settings portion.
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For the Preview Mode:

In the Active users screen, click the […] ellipses.

Select Setup multifactor authentication from the list.

6. The multi-factor authentication screen will be displayed.

Note: The two (2) modes will go to the same screen.

7. You can search and select one or more Office 365 user accounts. There is also a drop-down list
available for multi-factor authentication status namely, Disabled, Enabled, and Enforced.
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Disabled – This status refers to the users who are not yet enrolled in the MFA. This is the
default status.

Enabled – This status refers to the users who are enrolled in the MFA, but changes have not yet
taken effect.

Enforced – This status refers to the users who are enrolled in the MFA has completed the
registration process.

8. Upon selecting a user, on the right side of the screen it will show you a link to enable the MFA. Click
the Enable link to proceed.
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9. A warning message will be displayed. Click the enable multi-factor auth button to proceed.
Otherwise, click the cancel button to abort.
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10. If you select enable multi-factor auth, the screen below shows the successful enabling of MFA for
the Office 365 user account that you selected.

https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image526.png
https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image528.png


2024/03/09 03:32 9/18 Appendix D: Setting Multi-Factor Authentication (MFA) in Microsoft 365 Admin Center

Ahsay Wiki - https://wiki-new.ahsay.com/

11. To finish the setup for the MFA, login using the MFA enabled Office 365 user account.
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12. Upon logging in, there will be a message that will require you to provide more information to keep
your account safe. Click Next to proceed.
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13. The Additional security verification screen will be displayed. Select one (1) option you want
for the security of your account. You can choose from the three (3) options, Authentication phone,
Office phone, and Mobile app.
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Authentication phone
Enter valid mobile number.
Select a method

Send me a code by text message
Call me
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Office phone – This option is disabled. Please ask your administrator if you need to update your
office phone number.

Mobile app
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Select which option you like upon using the mobile app
Receive notifications for verification
Use verification code

14. If you have selected the first option which is the Authentication phone with a method of Send me
a code by text, you will receive a text message containing the verification code. Ensure that you have
indicated a valid mobile number.
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15. To verify if it’s working, login using the MFA enabled Office 365 user account.

16. Upon logging in, there will be a message that will require you to provide the code that have been
sent to your personal mobile number. Click Verify to proceed.
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17. After the verification process, the screen will be automatically redirected to the Office 365 Main
screen.

https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image553.png


Last
update:
2020/04/29
13:40

public:documents_and_guides:v8:obm:office-365-windows:appendix-d https://wiki-new.ahsay.com/doku.php?id=public:documents_and_guides:v8:obm:office-365-windows:appendix-d

https://wiki-new.ahsay.com/ Printed on 2024/03/09 03:32

From:
https://wiki-new.ahsay.com/ - Ahsay Wiki

Permanent link:
https://wiki-new.ahsay.com/doku.php?id=public:documents_and_guides:v8:obm:office-365-windows:appendix-d

Last update: 2020/04/29 13:40

https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image555.png
https://wiki-new.ahsay.com/
https://wiki-new.ahsay.com/doku.php?id=public:documents_and_guides:v8:obm:office-365-windows:appendix-d

	Appendix D: Setting Multi-Factor Authentication (MFA) in Microsoft 365 Admin Center

