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Appendix D: Setting Multi-Factor
Authentication (MFA) in Microsoft 365 Admin
Center

What is a Multi-Factor Authentication (MFA)? It is an authentication method wherein a user will be
granted an access only after successfully presenting two or more evidences or proof of personal
information or identification. It also adds second layer of security to users upon logging in.

To enable MFA to any Office 365 user accounts, follow the steps below:

1. Login using an Office 365 Administrator credentials.

S® Microsoft
Sign in

carven.tsang@cloudbacko.biz

No account? Create one!
Can't access your account?

Sign-in options

Back
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BT Microsoft

< carven.tsang@cloudbacko.biz

Enter password

Forgot my password

2. Click the Admin Center icon.

A2

Admin

https://wiki-new.ahsay.com/ Printed on 2024/03/09 03:32


https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image494.png
https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image496.png

2024/03/09 03:32 3/18 Appendix D: Setting Multi-Factor Authentication (MFA) in Microsoft 365 Admin Center

81 Office 365

_ My account X
Apps Install Office
Carven Tsang
[i ‘ m I' carven.tsang@cloudbacko.biz
My profile
Outlook OneDrive Word Excel My account
Sign out
PR o < ] i
PowerPoint OneNote SharePoint Teams
Ty > L) A %
Yammer Dyr;a6n5"||cs Flow Admin

Explore all your apps —

3. Go to Users and select the Active users from the list.

Ahsay Systems Corpor;
My accounts x
{0 Home .
Active user
R Users N Carven Tsang
carven.tsang @cloudbacko.biz
I Active users £
Contacts .
Display name T My profile
Guest users
[CI-10000-mail Y account
Deleted users
Sign out
£ Groups 4 [Cl-DataType]
B Billing e [CI] Eric Ng
& Customize Navigation [CSV-CSST] Ale
Show all [CSV-CSST] Jol

4. There are two (2) modes of viewing the Active users.

¢ Classic Mode - This is the default mode upon entering the Active users screen.
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Home > Active users Ahsay Systems Corporation Li... Try the preview
i} | + Add a user ‘ ‘ More ~ Views | All users v ‘Search users /C“ ‘ 4 Export ‘
R |:| Display name Username Status
p,Q |:| [CI-10000-mail] Kevin kevin@cloudbacko.biz Office 365 E3
|:| [Cl-DataType] KC kc@cloudbacko.hiz Unlicensed
B |:| [CI] Eric Ng eric.ng@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
B |:| [CSV-CSST] Alex Yu alex.uy@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
|:| [CSV-CSST] John Bernardo john_j.bernardo@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
0 [] [CSV-CSST] Marielle Nery marielle_ivy.nery@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
@ |:| [CSV-CSST] Marlex Basconcillo marlexs.basconcillo@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
|:| [CSV-CSST] Mary Joy Griezo maryj.griezo@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
y |:| [CSV-CSST] Richard Trillana richard.trillana@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
B |:| [CSV-SAL] Jhoanna Baltazar jhoanna.le.baltazar@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
© |:| [CSV] Billy Tang billy.tang@ahsay.onmicrosoft.com Microsoft Teams Commercial C...
[ | o . . ' - . - . - - -

* Preview Mode - This is a new feature in the Office 365 Admin Center that offers simplification
to manage your Microsoft 365 and Office 365 services. It also has all the capabilities of the

i 5 aMlicrosof

Ahsay Systems Corporation Limited Preview on
r Home .
Active users
R Users A
| Active users A, Add auser & Add multiple users () Refresh - L Search Y Eilter =
Contacts
Display name T Username Licenses
Guest users
[C1-10000-mail] Kevin : kevin@cloudbacko.biz Office 365 E3
Deleted users
RQ Groups g [Cl-DataType] KC : kc@cloudbacko.biz Unlicensed
= Billing g [CI] Eric Ng : eric.ng@ahsay.onmicrosoft.com Microsoft Teams
f Customize Navigation [CSV-CSST] Alex Yu : alex.uy@ahsay.onmicrosoft.com Microsoft Teams
- Show all [CSV-CSST] John Bernar... : john_j.bemnardo®@ahsay.onmicrosoft.com Microsoft Teams

5. To go to the Multifactor Authentication screen, below are the steps for classic and preview mode.
For the Classic Mode:

e Search and select an Office 365 user account. The user’s information will be displayed.

(]

¢ In the lower part of the user’s information screen, look for the Manage multi-factor
authentication link. It is in the More settings portion.
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For the Preview Mode:

¢ In the Active users screen, click the [...] ellipses.

L

e Select Setup multifactor authentication from the list.

(]

6. The multi-factor authentication screen will be displayed.

NI

multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: Sign-in allowed users A p Multi-Factor Auth status: | Any v
DISPLAY NAME USER NAME ger;:LI;FACTOR AUTH
Board Room #1 board.room.1@cloudbacko.biz Disabled
Select a user
global user globaluser@cloudbacko.biz Disabled
Carven Tsang carven.tsang@cloudbacko.biz Disabled
GEFE HEETE 02b gasharedmailbox02b@cloudbacka.biz Disabled
[CI-DataType] KC kc@cloudbacko.biz Disabled
[QA-Admin account] Ahsay Q  ahsay.ga@cloudbacko.biz Disabled
[UNLINCENSED] ga testd qa.test4@cloudbacko.biz Disabled
Dynamics365ServiceAdministt  Dynamics365ServiceAdministrator@cloudbacko.biz Disabled
Scherring Chong mispro_ahsay.com @ahsay.onmicrosoft.com Disabled

Note: The two (2) modes will go to the same screen.

7. You can search and select one or more Office 365 user accounts. There is also a drop-down list
available for multi-factor authentication status namely, Disabled, Enabled, and Enforced.
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multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: Sign-in allowed users Y lesv X | Multi-Factor Auth status:
MULTI-FACTOR|
DISPLAY NAME USER NAME STATUS Enabled
W CSV-lvyr csv-ivyr@ahsay.onmicrosoft.com Disabled Enforced

CSV-lvyr
CSV-Manila csv-manila@ahsay.onmicrosoft.com Disabled

csv-ivyr@ahsay.onmicrosoft.co
CSV Services CSVServices@ahsay.onmicrosoft.com Disabled
CSV Support CSVSupport@ahsay.onmicrosoft.com Disabled qUiCk steps

. - Enable

CSV Unlicensed CSVUnlicensed @ahsay.onmicrosoft.com Disabled

Manage user settings
[CSV] CSV Meeting csvmeeting@ahsay.onmicrosoft.com Disabled

e Disabled - This status refers to the users who are not yet enrolled in the MFA. This is the
default status.

e Enabled - This status refers to the users who are enrolled in the MFA, but changes have not yet
taken effect.

e Enforced - This status refers to the users who are enrolled in the MFA has completed the
registration process.

8. Upon selecting a user, on the right side of the screen it will show you a link to enable the MFA. Click
the Enable link to proceed.
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2 ||| ~ e

multi-factor authentication
users service settings

Mote: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: | Sign-in allowed users ¥ |csv-ivy X Multi-Factor Auth status: | Any v
MULTI-FACTOR AUTH
T DISPLAY NAME USER NAME
STATUS
v CSV-lvyr csv-ivyr@ahsay.onmicrosoft.com Disabled

CSV-lvyr

csv-ivyr@ahsay.onmicrosoft.co

quick steps
Enable

Manage user settings

CSV-lvyr
csv-ivyr@ahsay.onmicrosoft.co
quick steps

Enable

Manage user settings

9. A warning message will be displayed. Click the enable multi-factor auth button to proceed.
Otherwise, click the cancel button to abort.

Ahsay Wiki - https://wiki-new.ahsay.com/


https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image522.png
https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image524.png

Last

;ggg;g;/zg public:documents_and_guides:v8:obm:office-365-windows:appendix-d https://wiki-new.ahsay.com/doku.php?id=public:documents_and_guides:v8:obm:office-365-windows:appendix-d
13:40

send them to this link er for multi-factor

enable multi-factor auth

10. If you select enable multi-factor auth, the screen below shows the successful enabling of MFA for
the Office 365 user account that you selected.

Multi-fac a (o d accounts.
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11. To finish the setup for the MFA, login using the MFA enabled Office 365 user account.

=" Microsoft
Sign in

csv-ivyr@ahsay.onmicrosoft.com

Mo account? Create one!
Can't access your account?

Sign-in options

Back Next
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Be Microsoft

< csv-ivyr@ahsay.onmicrosoft.com

Enter password

Forgot my password

12. Upon logging in, there will be a message that will require you to provide more information to keep
your account safe. Click Next to proceed.

https://wiki-new.ahsay.com/ Printed on 2024/03/09 03:32


https://wiki-new.ahsay.com/lib/exe/detail.php?id=public%3Adocuments_and_guides%3Av8%3Aobm%3Aoffice-365-windows%3Aappendix-d&media=public:documents_and_guides:obm:office-365-windows:image532.png

2024/03/09 03:32 11/18 Appendix D: Setting Multi-Factor Authentication (MFA) in Microsoft 365 Admin Center

BT Microsoft

csv-ivyr@ahsay.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

13. The Additional security verification screen will be displayed. Select one (1) option you want

for the security of your account. You can choose from the three (3) options, Authentication phone,
Office phone, and Mobile app.
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B2 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v

Select your country or region v

Phone number can cantain only the digits 0-9, dash, space, period and parentheses.

Method

Send me a code by text message

® Call me

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2019 Microsoft  Legal | Privacy

e Authentication phone
o Enter valid mobile number.
o Select a method
= Send me a code by text message
= Call me
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B Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v
Philippines (+63) ¥ 19338544479
Method

® Send me a code by text message

Call me

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

©2019 Microsoft  Legal | Privacy

» Office phone - This option is disabled. Please ask your administrator if you need to update your
office phone number.

=' Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

| Office phone v |

Extension

Contact your admin if you need to update your office number. Do not use a Lync phone.

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2019 Microsoft  Legal | Privacy

e Mobile app
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o Select which option you like upon using the mobile app
= Receive notifications for verification
= Use verification code

14. If you have selected the first option which is the Authentication phone with a method of Send me
a code by text, you will receive a text message containing the verification code. Ensure that you have
indicated a valid mobile number.

(=]

B2 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +63 9338544479

When you receive the verification code, enter it here

290128

©2019 Microsoft  Legal | Privacy
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= Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: Keep using your existing applications

In some apps, like Outlook, Apple Mail, and Microsoft Office, you can't use a phone to secure your account. To use these apps,
you'll need to create a new "app password” to use in place of your work or school account password. Learn more
Get started with this app password:

xhfzrztthigafibg [

©2019 Microsoft  Legal | Privacy

15. To verify if it’s working, login using the MFA enabled Office 365 user account.

=]

16. Upon logging in, there will be a message that will require you to provide the code that have been
sent to your personal mobile number. Click Verify to proceed.
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=" Microsoft

csv-ivyr@ahsay.onmicrosoft.com

Enter code

[ 1 We texted your phone +XX XXKXXXXX79. Please
enter the code to sign in.

tﬂde

Having trouble? Sign in another way

More information
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BT Microsoft

csv-ivyr@ahsay.onmicrosoft.com

Enter code

[1 We texted your phone +XX XXXXXXXX79. Please
enter the code to sign in.

501311

Having trouble? Sign in another way

More information

17. After the verification process, the screen will be automatically redirected to the Office 365 Main
screen.
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31 Office 365 JOR 0 < A o

My account X
Apps
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[i . csv-ivyr@ahsay.onmicrosoft.com
My profile
Outlook OneDrive Word Excel My account
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SharePoint
Explore all your apps —>
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