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FAQ: How to create a MS Exchange mail level backup set
with AhsayOBM (MS Exchange 2013 Cumulative Update 19
or below)?

Article ID : 5011
Reviewed : 09/03/2020

Product Version:
AhsayOBM: v7.3.x to v7.17.2.2,v8.1.0.24 t0 8.1.1.174
0OS: Windows

Description

This article describes how to create a MS Exchange mail level backup set for Microsoft Exchange
Server 2013 Cumulative Update 19 or below

If you are using Microsoft Exchange Server 2013 Cumulative Update 20 or above, please refer
to the following KB article before continuing
http://wiki.ahsay.com/doku.php?id=public:announcement:end_of exchange_mapi

Steps

Confirm that all requirements are met by the client server:

Requirement checklist

* AhsayOBM installation
AhsayOBM must be installed on the Exchange server hosting the database (e.g. Exchange

server with mailbox role).

e Mailbox access permission
The Active Directory account used for backup must have full access to the mailboxes. To grant

full access right for the account, enter the following command in Exchange Management
Powershell:

Note: %0s_username% is the username of the operating system account for backup.
e Membership setting of the operating system account

The Active Directory account used for the backup must be a member of the following security
groups:

o Microsoft Exchange Security \ Organization Management
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o Users \ Administrator
o Users \ Domain Admins
o Users \ Enterprise Admins

e Remote Exchange Management Shell
Remote Exchange Management Shell must be enabled for the operating system account used

for the backup. To do that, enter the following command in Exchange Management Powershell:

» Mailbox enabled
The Active Directory account used for the backup must be have one or more Exchange Server
mailboxes associated with it.

e Collaboration Data Objects (CDQ) 1.2.1 installation
MAPI Collaboration Data Objects (CDO) 1.2.1 must be installed on the Exchange server.

Download and install CDO with the following installer: https://www.microsoft.com/en-gb/downloa
... X?id=42040

e LAN Manager authentication level
The LAN Manager authentication level configured on the Exchange server must be level 3 or
above. To check on the setting:

o Open Local Security Policy from Administrative Tools.

o Under Security Settings, expand Local Policies, Security Options, Network
security: LAN Manager authentication level.

o Ensure that the setting is configured to use NTLMv2, for example:
= Send NTLMv2 response only

= Send NTLMv2 response only. Refuse LM
= Send NTLMv2 response only. Refuse LM & NTLM
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e NET Framework 3.5 Features
.NET Framework 3.5 Features must be installed.
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Select features

Eefore You Begin
Installation Type

Server Selection

Zarver Roles

Select one or miore features to install on the selected server.

Features

E ed)

] HTTP Activation
[ Men-HTTP Activation
[+ .MET Framework 4.5 Features {Installed)
[[] Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[ BitLocker Metwark Unlock
[ BranchCache
[ cClient far MFs
[[] Data Center Bridging
[} Direct Play
[ Enhanced Storage
[ Failover Clustering

— - -

] MET Framewsork 3.5 ncludes .NET 2.0 and 3.0]

DESTINATION SERVER
wl2rix-T-30.ga31.anay.com

Description

.MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applicaticns that offer
appeabng user interfaces, prabect
yaur customers’ persenal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
busimess processes.

¢ Windows PowerShell 2.0 Engine

Windows PowerShell 2.0 Engine must be installed.

Install
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Befors You Begin Select one or more features to install on the selected server.

nstallation Type Features Description

Sarver Selection s tasimm e emes s e e Windows PowerShell 2.0 Engine _
[w Windows ldentity Foundation 3.5 (Installed) i includes the core components fram |
Windows PowerShell 2.0 for

Sarver Roles

F

: Windows PowerShell host
] Windows PowerShell 4.0 (Installed) applications.

EEE et | sy vithciing
* backward compatibility with existing |
[ Windows Powarshell {2 of 5 instalied) - backward compatibiity with existing |

Confirmation

Mindows PowerShell 2.0 Engine

] Windews Powershell Desired State Configurati

[ Windows PowerShall ISE (Installed)

[T] Windows PowerShell Web Access
[®] Windows Process Activation Service (2 of 3 installe
[] Windows Search Service
[ Windewes Server Backup
[ Windows Server Migration Tools
[ windows Standards-Based Storage Management
[[] Windows TIFF IFitter

Create backup set
With all requirements met, you can create the Exchange mail level backup set:

1. Login to the AhsayOBM client user interface.

2. Select the Backup Sets tile, and the Add button.

Backup Sets

3. Select MS Exchange Mail Level Backup backup set type, and the corresponding Exchange
Version. Then enter the backup set name:
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Create Backup Set

Mame

| Exchange Mail Backup Set ‘

Backup set type
[E] s Exchange Mail Level Backup W
Version

Microsoft Exchange Server 2013 L%

4. Configure the backup source of the backup set, select all mailboxes within the mailbox store by
selecting the Mailbox Store:

Backup Source

Folders
=[] (53 Mailbox Store
# ] &3 Public Folder Store

Show mails

5. To select individual mailbox for backup, expand the Mailbox Store. Click Show mails to select
individual mail items to be backup:
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Backup Source

=+ [0 @ Mailbox Store
-0 ‘53'1' Aamirah HAMILTOMN (Aamirah. HAMILTON @exch201 3. 0zcal)

125 Aarron SMITH (Aarron.SMITH@exch2013 local)
] ':3:;0' Abaigeal MUMRO (Abaigeal. MUNRD@exch2013.local)
(183 Adelaide WATT (Adelaide WATT@exch201 3.local)

i1 85 Adil CRAIG (AdilCRAIGBexch2013 Jocal)
[ ‘f,,-x' Administrator (Adminisurar@exch2013local)

125 Adnan YOUNG (Adnan,YOUNG@exch2013.Jocal)

- ':3:;' Aiden MACLEAN [Aiden.MACLEANZexch2013.local)
+-L_] ‘é‘,-‘J' Aila AITKEM (Aila AITKEN @exch201 3.lecal)

25 ailish MILLAR (Ailish.MILLAR B exch201 2local)

-1 83 Akam ANDERSON (Akam.ANDERSON@exch2013.local)

125 Alexandring STEWART {Alexandrina, STEWART@exch2013 Jocal)

-1 B Alishan ALLAN [AlishanALLAN@exch2013.Jocal)

[ |'é;:’r Allanrah SMITH {Allannab SMITHBexch 2012 lacal)
125 Alphanse KERR (Alphonse.KERR@exch201 3 local)
188t Ame MARTIN (Ame. MARTINGexch201 3Jocal)

i 23 Amylea GRANT (Amylea. GRANT@exch201 3.local)
-1 ‘-‘L:-;af Aneshia MOORE (Aneshia. MOORE@exch2013.local)

=

#-[C1 B5 Anis BROWN (Anis.BROWN@exch2013 local)

| ‘3;1 Anousha SMITH (Anousha SMITHZexch2013.local)
Cegt Antigone WILLIAMSON (Antigone WILLLAMSON@exch2013.ocal)
125 Anhra MAF]EAN fAnkra MACT EANRavch 2013 Incal)

Show mails

6. Click OK afterward.

7. Click Add new storage destination / destination pool to add the cloud storage destination.

Destination

Backup mode

Sequential w

Existing storage destinations

+ Add new storage destination / destination pool

Important: It is strongly recommended that all backup sets are configured to backup to
multiple backup destinations, to provide user with data redundancy and backup / restore

flexibility.
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Destination

Backup mode

Existing storage destinations

(=) OBS
=* Host: ahsay.systems

% Dropbox
Dropbox AcCount: Ahsay Systems Corporation

‘ GoogleDrive
Google Account: Ahsay Systems Corporation

Add

For more details on Backup Destination, you can refer to the following KB article: FAQ:
Frequently Asked Questions on Backup Destination

8. Continue by configuring a backup schedule and encryption setting for the backup set.

9. Click the Backup now button to start the initial backup job, or allow the job to start at its

scheduled time.

Important: It is important to perform restore test to ensure your backup is setup and performed
properly. Performing restore test can also help identify potential issues or gaps in your recovery plan.
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